
 

   

IR Plan Development 
Creates a structured and actionable 
framework to effectively respond to 
cybersecurity incidents.  

IR Playbook Development 
Playbooks serve as quick reference guides 
for incident responders to facilitate the 
effective and efficient response to 
incidents such as Ransomware, Phishing, 
or Credential Loss, etc.  
 

Tabletop Exercises 
Structured and interactive simulations of 
various cybersecurity scenarios in a 
controlled environment to help evaluate 
incident response, crisis management, and 
decision-making processes. 
 

Security Awareness Training 
Remote or in-person training session 
focused on industry best security 
practices, suitable for general 
audiences. Specialized training available 
on request. 
 

Policy/Procedures Development 
Written policy development based on 
industry-specific security controls or 
custom organizational requirements. 
Priced per policy or procedure. 
 

HIPAA Gap Assessment & Roadmap  
This assessment helps organizations 
identify gaps where their current practices 
may not align with HIPAA/HITECH 
requirements and plans necessary changes 
to ensure compliance. 
 
 

Vulnerability Assessment 
Assesses internal and external-facing 
systems, networks, and applications to 
identify potential vulnerabilities and 
security weaknesses to evaluate the 
organization's security posture from the 
perspective of an attacker. 
 
 

Penetration Testing 
Evaluates internal and external facing 
systems, networks, and applications to 
identify vulnerabilities and security 
weaknesses to simulate activities of 
external attackers seeking unauthorized 
access to an organization's assets. 
 

Web Application Pen Testing 
Assesses web applications, websites, and 
APIs, including simulating cyberattacks to 
identify vulnerabilities, weaknesses, and 
potential threats to uncover security flaws 
that could be exploited by malicious actors. 
 

 
Defender for Office 365 
Deployment  
Fortify your Office 365 setup with 
proactive protection against advanced 
threats, ensuring the safety of your data 
and communications. The service 
integrates seamlessly with existing Office 
365 applications, enhancing their 
security without compromising user 
experience. 
 

 
Active Directory/Entra ID Security 
Assessment  
Provides a comprehensive evaluation of an 
organization’s identity and access 
management systems. It includes a 
thorough review of Active Directory and 
Entra ID environments, risk assessment, 
and compliance check to enhance 
security, improve compliance, and 
optimize performance. 
 

 
Entra ID Plan 1 Deployment  
 
Evaluates current configurations and 
features in use and optimizes configurations 
based on best practices. Any unused 
features with a business use case will be 
enabled. Common Plan 1 features include 
MFA, Conditional Access, and SSO with 
SaaS applications. 
 

   

 
Incident Response 
Program  
 

 
Strategy, Risk & 
Compliance 

 
Threat & Vulnerability  

 
Managed eXtended 
Detection & Response 
(MXDR) 

 
Microsoft & Cloud Security 

 
▪ Endpoint Compromise 

Assessment 

 
▪ Virtual CISO (vCISO) 
▪ Virtual CTO (vCTO) 

 
▪ Penetration Testing as a 

Service 
▪ Vulnerability 

Management as a 
Service 

 

 
▪ 24/7 Monitoring 

across threat 
landscape 

▪ Threat Hunting & 
Containment 

 

 
▪ Microsoft Purview for 

Healthcare Deployment 
(Data Classification) 

▪ Intune for Healthcare 
Deployment (Device 
Management) 

▪ Extra ID P2 Deployment 
Service 
 

Strategy, Risk & Compliance 

Threat & Vulnerability  

Microsoft & Cloud 

Incident Response Planning 

Exclusive and customized for Premier members, Enhanced services go beyond Essential controls providing greater 

protections for healthcare organizations. Fixed fee services based on member size. XDR based on # of endpoints 

(servers, laptops, desktops, workstations) starting at 250 endpoints. 

Enhanced Cyber 
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